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Data Security Breach Management Policy 
 

Purpose of this Policy 

The purpose of this policy is to set out how AIC Integrated Systems Limited identifies, reports, reviews and manages 

actual or suspected data security breaches. 

 

AIC is committed to protecting company, customer, employee, supplier and site-related information from loss, 

unauthorised access, misuse, disclosure or incorrect disposal. 

 

What is a Data Security Breach? 

A data security breach may include: 

• Sending information to the wrong person. 

• Losing paper documents. 

• Losing a laptop, mobile phone, tablet or storage device. 

• Unauthorised access to company systems or documents. 

• Accidental deletion, copying or sharing of data. 

• Cyber attack, phishing or malware. 

• Sensitive documents being placed in the wrong waste route. 

• Customer, employee or site information being disclosed without authorisation. 

• Any suspected compromise of passwords, login details or system access. 

 

Reporting a Breach 

Any actual or suspected breach must be reported immediately to a Director or office lead. 

The report should include: 

• What happened. 

• When it happened. 

• What information may be affected. 

• Who may be affected. 

• Who the information was sent to or accessed by, if known. 

• What action has already been taken. 

Staff must not ignore, hide or delay reporting a suspected breach. 

 

Breach Review and Response 

AIC will review the breach and take appropriate action, which may include: 

• Containing the breach. 

• Recovering or deleting information sent in error. 

• Changing passwords or access permissions. 

• Reviewing affected systems or devices. 

• Informing affected parties where appropriate. 

• Reporting to relevant authorities where legally required. 

• Recording the incident and actions taken. 

• Updating procedures or controls to reduce the risk of recurrence. 
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Staff Responsibilities 

Employees, engineers and subcontractors must: 

• Follow AIC’s data protection, document management and security procedures. 

• Use approved systems and security controls. 

• Protect passwords and login information. 

• Check recipients before sending emails or attachments. 

• Keep paper documents secure. 

• Report actual or suspected breaches immediately. 

 

Communication and Review 

This policy will be communicated to relevant employees, engineers, subcontractors and interested parties where 

appropriate. 

 

This policy will be reviewed annually, or sooner if there are changes to legal requirements, systems, security 

controls, breach reporting arrangements or business activities. 

 

The Directors are responsible for implementing this policy across AIC Integrated Systems Limited and ensuring that 

employees, engineers, subcontractors and suppliers understand and follow their responsibilities where applicable. 
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