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Document Management and Security Policy 
 

Applies To: All AIC employees, engineers, subcontractors and office staff 

Review Period: Annually, or following any change to systems, security controls, contractors or legal requirements 

 
1. Purpose 

The purpose of this policy is to set out how AIC Integrated Systems Limited manages, stores, protects, accesses, 

shares, retains and securely destroys company, customer, employee and site-related documents. 

AIC handles sensitive information relating to fire alarm, CCTV, intruder alarm, access control, data, electrical and 

security systems. It is important that this information is protected from unauthorised access, loss, misuse, copying, 

disclosure or incorrect disposal. 

 

 
2. Scope 

This policy applies to all AIC employees, engineers, subcontractors and office staff who create, access, handle, store, 

share or dispose of AIC documents or data. 

This includes both electronic and paper records, including: 

• Customer records 

• Quotes and purchase orders 

• Invoices 

• Service reports 

• Inspection certificates 

• RAMS and method statements 

• Site drawings and system information 

• Fire alarm, CCTV, intruder and access control information 

• Passwords and login information 

• Supplier records 

• Employee and HR records 

• Emails and attachments 

• Printed documents used for site or office works 

 
3. Document Storage Systems 

AIC uses approved company systems to store and manage business data. 

AIC uses Microsoft 365 cloud storage for company data. Access to Microsoft 365 is controlled through user 

permissions and access levels. 

 

AIC also uses SimPRO for customer records, invoices, service reports, job records and related operational 

documents. SimPRO has controlled user access levels to restrict information based on job role and business need. 

 

AIC’s Microsoft 365 / company server environment has controlled levels of access. Employees are only given access 

to the information required for their role. 

 

Documents and records must not be copied, downloaded or stored outside approved AIC systems unless authorised. 
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4. Access Control 

Access to AIC documents and systems is controlled using role-based access permissions. 

AIC engineers do not have access to customer information or customer records unless access is required and 

approved for their role. 

Employee-sensitive information is restricted to authorised HR personnel and Directors only. 

Passwords and login details must not be shared between employees. 

Access levels must be reviewed where an employee changes role, leaves the business, or no longer requires access 

to certain information. 

 

 
5. Security Controls 

AIC uses technical controls to help protect company information, including: 

• Microsoft 365 cloud storage 

• Controlled user permissions 

• Microsoft Azure and Intune device management 

• Multi-factor authentication / two-factor authentication 

• Controlled SimPRO user levels 

• Company-managed laptops and devices 

• Restrictions on copying, screenshotting or downloading emails from mobile devices 

• Restrictions to prevent data being downloaded from emails and shared externally 

• Secure password storage using a server-stored KeePass password locker 

• Automatic email classification, including sensitive, internal and public classifications 

All employees must follow the security controls in place and must not attempt to bypass them. 

 

 
6. Email and Data Sharing 

Emails and attachments must be handled carefully. 

Employees must check recipients before sending information externally. 

Documents must only be shared with authorised people who require the information for a legitimate business 

reason. 

Sensitive information must not be copied, screenshotted, downloaded or forwarded unless there is a clear business 

need and it is authorised. 

Customer documents, site records, drawings and security information must not be shared with other customers or 

unauthorised third parties. 

Where documents are automatically classified as sensitive, internal or public, the classification must be followed. 

 

 
7. Paper Documents and Printed Records 

Printed documents must be controlled and kept secure. 

Any documents printed for business use must be stored in lockable cabinets at the AIC offices when not in use. 

Sensitive documents must not be left unattended on desks, in vehicles, in public areas or on customer sites. 

Printed documents must only be printed where there is a genuine business need. 

Where paper documents are no longer required, they must be securely destroyed in line with AIC’s waste and secure 

destruction procedure. 
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8. Confidential and Security-Sensitive Information 

AIC handles information that may be confidential or security-sensitive. 

This includes: 

• Customer information 

• Employee information 

• Financial information 

• Site records 

• Fire alarm system details 

• CCTV system details 

• Intruder alarm details 

• Access control information 

• System drawings 

• Passwords and login details 

• Security codes or configuration information 

• Commercially sensitive information 

This information must be protected and only accessed, shared or printed where required for authorised business 

purposes. 

 

 
9. Passwords and Login Information 

Passwords, login details and system credentials must be stored securely using AIC’s server-stored KeePass password 

locker or another approved secure password management route. 

Passwords must not be written down and left unsecured. 

Passwords must not be shared by email, text message or unsecured messaging platforms unless specifically 

authorised and protected. 

Shared access must be avoided where possible. Individual user accounts must be used where systems allow. 

 

 
10. HR and Employee Records 

Employee-sensitive records must only be accessed by authorised HR personnel and Directors. 

Employee records must not be shared with engineers, general office staff or unauthorised personnel. 

Employee-sensitive documents must be stored securely and securely destroyed when no longer required, in line 

with AIC’s retention and disposal requirements. 

 

 
11. Document Retention 

AIC will retain records for as long as required for operational, legal, financial, compliance, customer or business 

reasons. 

Where possible, job records, customer records, invoices and service reports must remain within SimPRO or approved 

AIC systems and must not be copied unnecessarily. 

Documents that are no longer required must be securely deleted or securely destroyed, depending on whether they 

are electronic or paper records. 
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12. Secure Disposal and Destruction 

Paper documents containing sensitive, confidential or security-related information must be placed into the secure 

document store at the AIC offices. 

 

Sensitive documents are shredded, bagged and collected by The Tech Hut / approved secure destruction provider. 

 

Hard drives and data storage devices must not be disposed of through general waste or normal WEEE routes without 

approval. These items must be passed to the office for secure data destruction. 

 

AIC will retain certificates of destruction, collection notes, waste transfer notes or other disposal evidence where 

provided. 

 

This process is linked to AIC-WASTE-02 – Office Waste, Confidential Waste and Secure Destruction Procedure. 

 

 
13. Mobile Devices, Laptops and Remote Access 

Company laptops, mobile devices and tablets must be protected through AIC’s approved security controls. 

AIC uses Microsoft Azure and Intune to manage engineer laptops, office laptops and mobile devices where 

applicable. 

 

Employees must not remove or bypass security settings. 

Emails and company data must not be copied, screenshotted or downloaded from mobile devices where restrictions 

are in place. 

 

Lost, stolen or damaged devices must be reported immediately to a director or office lead. 

 

 
14. Security Incidents 

Any actual or suspected document or data security incident must be reported immediately to a Director or office 

lead. 

 

This includes: 

• Sending information to the wrong person 

• Losing paper documents 

• Losing a laptop, mobile phone or storage device 

• Unauthorised access to documents 

• Accidental deletion or copying of information 

• Missing hard drives or storage media 

• Sensitive documents found in the wrong waste route 

• Any suspected breach of customer, employee or company information 

AIC will review the incident and take appropriate action. 
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15. Staff Responsibilities 

All staff must: 

• Use approved AIC systems for company documents and data. 

• Follow access controls and security settings. 

• Keep documents secure. 

• Avoid unnecessary printing. 

• Store printed documents in lockable cabinets. 

• Use the secure document store for sensitive paperwork. 

• Use approved routes for secure destruction. 

• Report any security issue immediately. 

• Ask a Director or office lead if unsure how information should be handled. 

 

Staff must not: 

• Share passwords. 

• Copy documents outside approved systems without authorisation. 

• Download or forward sensitive information without approval. 

• Leave confidential paperwork unsecured. 

• Place sensitive documents in general waste or cardboard bins. 

• Bypass Microsoft 365, SimPRO, Azure, Intune or device security controls. 

• Share customer or employee information with unauthorised people. 

 

 
16. Review 

This policy will be reviewed annually or sooner if: 

• AIC changes document management systems; 

• AIC changes IT/security controls; 

• AIC changes waste or secure destruction arrangements; 

• Legal or compliance requirements change; 

• A security incident occurs; 

• A Director identifies the need for review. 

 

 
 

The Directors are responsible for implementing this policy across AIC Integrated Systems Limited and ensuring that 

employees, engineers, subcontractors and suppliers understand and follow their responsibilities where applicable. 

 Name Position  Signature 

 
Kyle Boyce 

 
Director  

 

 


